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1. Introduction

We use a lot of paper. Whether at school, at work, or to write a shopping list, we
definitely use too much paper. And it is because of this that one day I started to think

about the enormous amount of paper being used for ballots in elections around the world.

As an example, 900 million ballots were printed for the Spanish 2011 general
elections."! Those were roughly 29,7 x 9,3 cm in size and assuming they had a density of
approximately 60 g/m? we can deduce that all of them weighed a little bit less than 1500
metric tons. And, in the case that they were made of virgin fiber and no recycled paper at
all, that would mean that more than twenty thousand trees were cut?®I"l Could an

alternative solution be found?

I believe one of the alternatives which we should take into account is voting via a
computer in the electoral colleges or from the comfort of our home. This way, we would
help stop the deforestation that the printed ballots were contributing to, which would
imply a social benefit on a global level. But obviously, in any computer system security is
key, so we need several conditions to be accomplished by the voting system: votes must
remain anonymous and every eligible voter must only be able to vote once. In order to
ensure this, a system should be developed to verify the votes and do the count in a way
that those votes can not be modified. This has already been taken into account in the
current voting system by the Spanish government, autonomous communities and city
halls, but nowadays there is not any electronic voting system via the Internet which meets

the standards described above due to security issues.

Thus, taking into account this issue, I have asked myself the following question: is it
possible to create a web app which allows Internet voting in a comfortable and secure

manner? If so, how?
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11. The expected benefit

First of all, I would like to explain the results I expect from this research project. One
of the goals is —after having researched how to accomplish the various points described in
the last section and having learned about the different voting systems, secure connections
and data encryption— to conclude if the web app could be built or if we do not still have
the technology to be able to develop it. This could benefit all the community, because in
this project I will conclude if the use of this system would be effective today or if other

alternatives should be researched.

My initial hypotheses is that although it would be quite difficult, it would be possible

to create a web app that is more secure and comfortable than the current voting system.

In the case I verify my initial hypotheses, I have the additional goal of creating a web
app that could substitute the current "physical ballots" voting system. This would have an
enormous benefit in society, because it could be the beginning of the migration to
Internet voting and therefore we would not use as much paper as before, which is the
problem I detected in the beginning. Furthermore, this would imply other benefits: for

instance, the count would be done much more precisely and in much less time.

1.2. Personal motivations

After reading several blog posts®!'! about electronic voting written by Ricardo Galli,
the founder of the website Menéame, I realized that electronic voting is the future,
because it solves one big problem which is the amount of trees which need to be cut down

to print the ballots.

Since I was young, the fields of computer sciences and mathematics have always
fascinated me, and when I saw in that article that the electronic voting systems which
exist nowadays are very insecure and they do not live up to the classical (and physical)
voting methods, I decided to take advantage of my passion for computer sciences along

with my passion for mathematics to help solve this problem.
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1.3. How was this research project carried out?

In order to complete this research project and extract some conclusions, there are
several things that have been done. First of all, theoretical research about the current
voting systems and methods to encrypt and decrypt data was done in order to answer the

question “how do we actually vote?”.

After this, I started thinking about how an electronic voting system would be
developed, so I started to research ways to authenticate the citizen who wants to vote and
the security related to this process of authentication apart from security related to the

voting process.

When I had finished all this, I started to design and program the voting system taking
into account the previous research. This voting system consists on a website in which
citizens can vote, and an app for mobile phones and tablets, and a web interface so an
administrator can configure the votings. Also, while developing it some issues arose and so

naturally I continued researching while developing the software.

When the development of the system was almost complete, I conducted one voting
simulation with the ICT class students at St. Paul’s School to gather some feedback and
test if the system was working, and I also sent a survey to my acquaintances who had not
participated in the voting simulation in order to know better how the world felt about

electronic voting.

At the end, when the development of the program was complete, I started writing

this dossier in order to record all the information about this research project.
1.4. Content of this work

This work consists of various chapters, which are structured according to the various
phases of the research project. In Chapter 2, I discuss the current situation of voting
systems. In Chapter 3, I talk about the research in terms of the building of an electronic
voting system. In Chapter 4, I show the results of a survey I have conducted. And finally,

in Chapter 5 I exhibit my conclusions.
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2. Voting systems

The phrase “voting systems” can be interpreted in different ways. It could be thought
of as the way to execute a vote or as the way to count votes and generate a final result
which determine the winning option(s),”” and it is essential that we know about both of

these to better know to develop the software.

2.1. Voting systems in the sense of executing a vote

Nowadays we have a dualism of voting systems: on one hand we have paper-based
voting, which is the one we are all more used to, and on the other hand we have electronic
voting, which is the one which consists in being able to vote from our own home over the
Internet or at a polling place. Despite this, paper-based voting outweighs electronic voting
around the world, in part because electronic voting is particularly new and in part because

of general fear as it is believed to be less secure.®!l!

2.11. Paper-based voting

The process of voting in a paper-based vote consists in people submitting paper
ballots into a box at a polling place. Later on, these ballots are counted manually by some

people.

Different paper-based votes are executed in different ways, but in the Spanish general
election, political parties send ballots to the citizens’ residences some weeks before the
voting so they can bring their ballot inside the envelope with them. Apart from this,

ballots and envelopes are also available at the polling place.

2.1.2. Electronic voting

In electronic votings, as the name states, votes are cast from an electronic device such
as a computer, a smartphone or a tablet. This term is very broad as some electronic votes

only permit voting using controlled devices at a polling place while other votes are carried
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out in their entirety over the Internet, and other votes allow people to vote both over the

Internet and at a polling place.

2.2. Voting systems in the sense of determining the winning option(s)

There are a lot of voting systems which determine the winning option(s), and most of

them have variants, but only the most important ones are detailed in this section:

2.2.1. Majority

In this system, the winning option is the one which obtains more than 50% of the
total amount of votes cast. Therefore, if none of the options obtain more than 50% of

votes, there is not a winner.

For example, the results in figure 1 indicate that option B wins, while the results in

figure 2 indicate that none of the options wins.

Option A Option B Option C Option A Option B Option C
7 votes 24 votes 4 votes 10 votes 9 votes 16 votes
20% 68.6% 11.4% 28.6% 25.7% 45.7%
Figure 1. Voting results sample #1 Figure 2. Voting results sample #2

2.2.2. Relative majority

In this system, also named “plurality vote”, the option with the higher number of

votes is the winning one, without any restrictions such as a threshold.

Referring to the previous examples, applying relative majority to the results in figure
1, the winning option is still option B, while applying it to figure 2 the winning option

would be option C.

2.2.3. Absolute majority

In this system, the winning option is the one with a majority of all voters. That is, the

option which obtains more than 50% of votes out of all the people that can vote. If 100
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people had the right to vote in the sample of figure 1, then option B would not win

because it did not surpass the 50 votes threshold (one half of the people able to vote).

2.2.4. Qualified majority

The term qualified majority is used in votes in which the winning choice is
determined by majority or absolute majority, but with a threshold greater than 50%. For
example, the threshold could be two thirds of the votes cast, or three quarters of all the

people who can vote.

2.2.5. D’Hondt method

The d’Hondt method, named after Belgian mathematician Victor d’'Hondy, is slightly
more complicated and different from the previous ones. Instead of determining the

winning option, it is focused on the proportional distribution of seats in a house.™!

In order to use this method, we will have to gather some data beforehand. We need to

know how many seats there will be in the house, and count the number of votes for each

party/option.

After finding this out, we can proceed to distribute the seats. To do that, we have to

follow these steps:I"112]

1. Take the party with the most votes (also referred to as “quote”).

2. Add one to the number of seats allocated for that party.

3. Replace the number of votes of that party with the result of the following formula,
where Vis the original number of votes that the party received and S is the number

of the seats that the party has been allocated.

t =
quo s+ 1

Figure 3. Equation for determining the quota of a
political party after they receive a seat"*!"!!

4. Repeat the steps above until all seats have been allocated.
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3. Building an electronic voting system

The electronic voting system that I have developed is focused in providing a way to
hold the Spanish general elections via the Internet, although it is true that I developed it
with other types of votes in mind so the system is flexible. Despite this, as I mainly
focused on the Spanish general elections, all the details discussed in this section are

related to this specific vote.

To actually start developing the system, I drew a very simple diagram of how the
voting process would work like for citizens so I could have a starting point from which I

could begin to build the system.

Download
Vote » results, verify
vote

y

Authenticate

— Verification of the ability to vote.
— Extraction of data such as name
and DNI number

(After the
election finishes)

Figure 4. Diagram showing the first iteration of the voting system

This diagram shows in general terms what almost all votes (paper-based and
electronic) work like, with the exception of the last step (“download results, verify vote”).
This last step, which consists in that citizens should be able to verify if their vote was
counted, is one of the goals explained in the introduction because it brings transparency

to the vote and gives the final results more credibility.

The first part I started researching into was the one related to authentication. In this
phase, the computer system should be able to know who is voting in order to prevent

duplication of votes and check that the citizen is allowed to vote.

The second part I started working on was the admin dashboard, where the

administrators would be able to configure everything.
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And the last part I researched and worked on was the part related with the actual

process of voting, as it is the most important one.

3.1. Authentication

In order to authenticate the voters, I decided to investigate which methods I could

use. These are the methods which I thought were feasible for the system:

e Username and password combination: this method consists in giving every voter
some unique credentials in order to log in. The main disadvantage of this method
is that in order to distribute these credentials, the only secure way would be to give
them in paper, because an attacker could intercept them much more easily if sent
via another method, for example via email.

e Electronic DNI (e-ID): this method consists in introducing an electronic DNI (the
Spanish Identification Card) into a DNI reader and enter its PIN code in order to
use an authentication certificate included inside the DNI to log in.

e Password/code: similar to the first method, the citizen would have to enter a
password/code which uniquely identifies the voter (without the need to enter a
username) in order to log in to the platform.

e Biometric information: in this method, citizens would authenticate themselves
using a part of their body in conjunction with a special device. For example, a

fingerprint reader or eye scanner could be used.

After some time, I concluded that the “electronic DNI” method was the best of them
in terms of security and comfort. That is because almost everybody has a DNIe (electronic
DNI) and the DNIe includes an authentication certificate which as of today is
cryptographically very secure, so it is a better solution than using a password or a
username/password combination. Also, although the “biometric information” method is
much more secure because it does not depend on an ID card and a PIN but instead on
your own body, I do not find it factible as people do not have biometric devices at home

and they are quite expensive.
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So after determining that the DNIe was the ideal solution, I now faced a problem: as I
have said, not everybody has a DNIe. What do we do with the citizens that are in the
census and should be able to vote but have an old DNI without an integrated electronic
chip? Moreover, what about the citizens who can not vote from their own homes because

they do not have a DNI reader?

In order to solve this problem, apart from integrating an authentication system via
DNle, I thought there should be a secondary system. I decided that it was going to be

authentication via a code, which will be explained later on.

Also, there is another challenge, and it is that not everybody knows how to use a
computer and sometimes technology stops working, so the election day polling places
should be opened in order to provide a place where citizens can vote from the website just

as they would from home.

% v T = LS
JUAN .« ESPANOLA
SEXO NACIONALIDAD 3 R WL
M ESP ESPAROLA
FECHA DE NACIMIENTO
. 10 01 1950
IDESP -
- AAAD23112 X
e VALIDO HASTA
SS 17 04 2018 .

EXPED. 13051986 VAL 12082008
oEs?

99999999.R

DNI NUM.

65004204V

Figure 5. DNIe with the electronic chip!®!  Figure 6. Old DNI without an electronic
chip™!

Taking into account all the previous points, I designed the following authentication

system:
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—— Secondary method path:

. .. generated code
Begin authentication

~—  Primary method path:

DNIe
Generate code at Generate code at Use DNIe reader
police station city council and enter DNI
(manually with old DNI) (automatically with DNIe) (in the website)

| |

|
Log in to Log in to
mobile app website

| |
I

End authentication

Figure 7. Diagram showing the final authentication system

The authentication system is based on two authentication methods as mentioned
earlier on: the main one concerning the DNle, and the secondary one concerning
generated codes. This means that there may be multiple ways for a voter to successfully
authenticate before voting, depending on the situation. These are all the situations covered

by the authentication system:

e Situation 1: the voter visits the website from their own home, the website requests
them to insert their DNIe into the reader, afterwards they enter the PIN code and

after successfully completing this step they are authenticated.

e In the case the voter does not have a DNIe reader or a computer but does have a

DNIe, they can do one of the following:

o Situation 2: the voter goes to a polling place on the election day, where
there are computers with DNIe readers and they can vote via the website as

they would from their own home.
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o Situation 3: the voter goes some days before the election day to a kiosk® in
the city hall where there is a DNIe reader. In there they can automatically
generate a code linked to the information of that DNIe following the steps
shown in the screen. After completing all the steps, this code can be
scanned with a mobile phone in order to save it and use it to vote on the

election day.

e Situation 4: In the case the voter has an old DNI without an electronic chip, they
have to follow a procedure similar to the one described above, with the exception
that it is manual. The voter must go to a police station where a public worker will
manually generate a code linked to the data that appears in the DNI, and the voter

will be able to use this code to authenticate.

After having designed this system, I started programming it.

3.11. Situations 1 and 2 (log in with a DNIe in the website)

In this case, I will describe the process to program this part theoretically, as I could
not program it due to the fact that the server that I used can not be configured in a

specific way that is required for the code to work.

First of all the design consists in the following: a user visits the voting website.
Afterwards, they click a button in order to tell the website that they want to vote with
their DNIe. The website asks the user to enter the DNIe into the reader, and later asks the

user their PIN code. In the end they have successfully authenticated.

. . . Authentication
Main page Interstitial page complete
I
|
User clicks “vote with 1.  User inserts DNIe
DNI” button 2. User enters PIN code

Figure 8. Diagram showing the procedure.

' A kiosk is a controlled public computer in which one particular kind of transaction can be done. In
this case, the transaction would be generating a code in order to be able to authenticate and vote on the
election day.
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To develop this, we have to generate a pair of SSL keys (public and private) in order
to establish the HTTPS protocol, which is required so the website can request the
authentication certificate from the DNIe. We can request this pair of keys from a company
such as LetsEncrypt or generate them by ourselves with a program such as OpenSSL
(although the keys generated by OpenSSL will not be trusted by the browser, so

generating them with LetsEncrypt is highly recommended)."!

After having generated these keys, we now can configure the server to request the
DNIe authentication certificate when the user visits an interstitial page, which will be
loaded when the user clicks the “vote with DNI” button. In order to do that, first of all we
have to download the police CA certificate, and convert it to PEM format. Then, later on

we will add the following code to the /etc/apach/sites-available/default-ssle?2
file:1]

# Code extracted from reference [15].

NameVirtualHost *:443
<VirtualHost *:443>

SSLEngine On
SSLCertificateFile /etc/apache2/ssl/apache.pem

SSLCACertificateFile /etc/ssl/certs/acraiz-dnie.cer
SSLVerifyClient require

SSLVerifyDepth 2

SSLOptions +StdEnvVars +ExportCertData

DocumentRoot /var/www/
ErrorLog /var/log/apache2/error.log
LogLevel warn

CustomLog /var/log/apache2/access.log combined
</VirtualHost>

Now we can program the interstitial page in order to retrieve the contents of the
authentication certificate. To know whether the user has selected an authentication
certificate, we check with PHP if the variable $ SERVER['SSL CLIENT S DN'] is setto
true. If it is not, then the user has not selected any certificate and we should not proceed

with the authentication process.
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Afterwards, we check if the certificate is still valid via the openssl ocsp command,
which sends the certificate details to the police OCSP server and returns whether the
certificate is still valid or not (for example, if a DNI gets stolen). Afterwards, we use the
Scert = openssl x509 parse($ SERVER['SSL CLIENT CERT']) function to parse
the certificate and we then access the certificate details via the
Scert[“subjectDirectoryAttributes”], S$cert[“subject”] [“serialNumber”]
and Scert[“subject”] [“CN”] variables to get the birthday, identification number, and

name of the DNIe. Now, the user would be successfully logged in.

3.1.2. Situation 3 (automatically generate a code with a DNIe in a kiosk)

I decided to program the code related to this situation as a form of a Chrome kiosk
app” which reads the contents of the DNI and via AJAX/XHR connects to an API/web

service hosted in the server which stores the generated codes and the data linked to them.

The design of this app and its interaction with the API would be the following:

Legend:
R Screen shown [his is the
: [API] G(‘t vote 5 in the app next screen
' . . "
' information | i done P
h
* L ]
Welcome Insert DNI Confirm y IAPGSend
Set up app > > . === |
screen ‘ screen ‘ data screen ! data to server |
' S Y L
- . 1 ] R H
mEinXlil\'E;l'u URL Next button DNI inserted Server generates code _E
If the user doesn'want to Fm————— b S |
“Done” " I_ print the code QR code . ' [A¥1] Get !
® ===A
screen \ — screen/print i gen.code |
Prin g screen (N —  _________  TTTTTTTmmmmTTTTT
[f the user wants
Creates print job to print the code

Figure 9. Diagram showing the lifecycle of the kiosk app.

The rationale behind developing a Chrome kiosk app!*!” instead of a regular
program is that this app is able to communicate with the DNI reader natively and a

Chrome app can be installed and run from any operating system that supports Chrome.

2 A Chrome app is an app developed using HTML, CSS and Javascript which the Chrome browser and
Chromebooks can run.
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Also, if this design were to be implemented, Chromeboxes along with DNI readers and
touch screens could be distributed between the city halls in order to run this app. As
Chromeboxes and DNI readers are very cheap devices, a lot of money would be saved
(one big difference is that Chromeboxes include Chrome OS, which is free software, while
other computers include Windows, which is not free). Also, instead of Chromeboxes,
Raspberries PI with Chromium could be distributed (they are slightly cheaper than

Chromeboxes), but the deployment would be a little bit more difficult.

As for the development of this part, it has been one of the most difficult parts of this
research project. Without proper information in the Internet about how the DNI chip
works and how to communicate with it, programming this kiosk app has been like an

odyssey.

Before describing how I programmed the kiosk app, I will explain why it has been an
odyssey. First of all, information about how to communicate with the DNIe is very scarce,
and the Spanish police, which is the organization that manages the DNIe and its
distribution, is very secretive about how it works. Almost all the information found
concerning how to communicate with the DNIe is from individuals who have been
researching this in their own free time and have published how to do it online or from the

police directly, via a document which was leaked in the Internet.

Moreover, I have tried contacting the police to ask some questions about this, but
only after several months and a lot of perseverance did they answer. A copy of the emails

interchanged with the police can be read in annex A.

In order to communicate with the DNIe, I have used a middleware app called “Smart
Card Connector”,'81¥!1 which is able to transmit commands to the DNIe (which is
considered a smart card), and to send the responses back to the kiosk app. A command is
a series of bits (0s and 1s) which indicate the smart card what to do. They are called
APDUs (Application Processing Data Units). For example, an APDU could indicate the
smart card to browse and list the files of one folder or read those files, apart from being

able to perform other operations.”*"!
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But before going any further, we need to understand the internal folder/file structure
of the DNIe. The DNIe has three areas where it stores files: the public area, the private

area, and the security area:"

e Public area: read-only area accessible without any restrictions. It contains:
o Intermediate CA certificate
o Diffie-Hellman keys
o x509 component certificate
e Private area: accessible if the PIN is entered. It contains:
o Non-repudiation certificate (for signing purposes)
o Authentication certificate
e Security area: accessible if the PIN is entered from the DNI kiosks in police
stations. It contains:
o All the data printed in the DNI
o Image of the photography

o Image of the handwritten signature

We want to be able to access this authentication certificate in order to extract some
data it contains: the citizen’s name, their birthday and DNI number. In order to do that,
we have to access the private area, and in order to do this we have to establish a secure
channel and communicate via this secure channel because we are dealing with
confidential information. Before continuing, though, the reader may want to take a look to

annex B for a brief introduction to APDU commands.

In order to establish the secure channel and extract the information we need, the

program should follow the steps below:?*!

1. Retrieve the smart card’s ATR (Answer To Reset), and check if it matches
3B:7F:00:00:00:00:6A:44:4E:49:65:00:00:00:00:00:00:03:90:00 (for running cards) or
3B:7F:00:00:00:00:6A:44:4E:49:65:00:00:00:00:00:00:0F:65:81 (for invalidated cards).

This is in order to prevent communicating with a smart card that is not a DNIe.!*’
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Send the APDU command “GET CHIP INFO” (90 b8 0000 07). This will return
the serial number of the DNIE, which will be used later on to establish a secure
channel 12?1531

We read the file 3r00/6020 (3F00 is the root folder and 6020 is the file), which is
the intermediate component authority, and save the contents into the application
memory. We send the commands “SELECT FILE” (00 a4 0000 02 6020) and
“GET RESPONSE” (00 c0 0000 Oe), and later on we read the file by sending
various “READ BINARY” commands (00 b0 0000 ff ... 00 b0 03fc 30).

We repeat step 3 but with file 3r00/601F, which is the component certificate.

We extract the public key (modulus and public exponent) from the component
certificate. (Read annex C for more information on RSA and public and private
keys).

We use the “MANAGE SECURITY ENVIRONMENT” command in order to select
the smart card’s Root CA public key (00 22 81b6 04 8302020f).

We send the intermediate authority certificate (C_CV_CA) which the smart card

can verify:

002a00aed27f2181ce5f3781803cbadc3684bef32041adl5
5089258dfd20c69115d72£9c38aa%%adbclaedfab2bfac90
92fc70ccc00cafd482ad4be3lafdbd3cbc8c8382cf06bc0719
baabb56b6ec80760a4a93fa2d7¢c347£f34427£f9ff5c8deb6d6
5dac95f2£f19dac0053df11a507fb625eeb8dad4c0299%9e4a21l
12ab7047588b8d6da7592214f2dbal40c7d12257905£383d
2253c8b9cb5bc3543a55660bda80946afb0525e8e5586b4de
63e89241497836d8d3ab088cd44c214d6ac856e2a007f44f
83743337371add8e030001000142086573524449600006

8.

9.

We select the certificate we just loaded into the card with the command
“MANAGE  SECURITY  ENVIRONMENT” (00 22 81b6 0a
83086573534449600006).

We send the terminal certificate (C_CV_IFD), which can be verified by the card,
using the command “PERFORM SECURITY OPERATION”.
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002a00aed17f2181cd5f3781808250b69c6451e5£51707438
5f2f17d64dfe2e68567567094b57f3c578e830e425572de8
28faf4delb01c394e345c2fb0629a393492f94£f570b00b1ld
677729£755d107022bb0alleeld7d7659db5c4ac0ddeab07
ff045f37b5dafl1732b54eab238a2cel7¢c9794187759ceadf
92a17805a27c1015ec56cc7ed471a488e6f1b91f7aa5£383c¢
adfcl2e856b202346af8226b1a882137dc3c5a57f0d2815¢c
1fcd4bb46£fa9157fdffd79ec3all0a824cccleb3celb6b439
6a2e236590016ba690001000142086573534449600006

10. Again, we select the public key we just loaded for the authentication with the
command “MANAGE SECURITY ENVIRONMENT?”, and in the same command

we also select the component private key that will also be used in the

authentication commands (00 22 clad

830c0000000020000000000000018402021f).

12

11. Now we proceed with mutual authentication, in order to establish the secure

channel. We start with the card’s authentication, so we send the “INTERNAL

AUTHENTICATION” command (00 88 0000
[RND.IFD]2000000000000001). RND.IFD is a random 8 bytes challenge.

10

12. We request the response with the command “GET RESPONSE” (00 <0 0000

80).

13. The response will be in the following form:

data = E[PK.IFD.AUT] (SIGMIN)
SIGMIN = min ( SIG, N.ICC - SIG )
SIG= DS[SK.ICC.AUT] (

Ox6A || - padding according iso 9796-2
PRND1 || - (74 bytes) random data to make buffer 128 bytes
length
Kicc || - (32 bytes)- ifd random generated key
shal hash (
PRND1 ||
Kicc ||
RND.IFD || - (8 bytes) response to get challenge() cmd
SN.IFD - (8 bytes) serial number from get serialnr() cmd

) |
0xBC - iso 9796-2 padding
) — total: 128 bytes
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14. We decipher this message using RSA and after series of operations we obtain the
Kicc value, which will be used later on to calculate the channel keys. (You can
obtain more information about how Kicc is extracted by reading the source code

of the file kioskapps/dnie/app.js).

15. Afterwards we form another message similar to the previous one so that the smart
card can obtain Kifd, which is a random 32 bytes string that the terminal
generates before sending the message with the command “EXTERNAL
AUTHENTICATION” (from here we can extract the value of RND.IFD, used later
on).

16. Now that we know the values of Kicc and Kifd, we proceed to generate the Kenc,
Kmac and SScC values, which will be used to send secure APDUs (via the secure
channel).

17. To do so, we first calculate Kifdicc. This value is the result of performing the
binary operation Kicc XOR Kifd.

18. The value of Kenc is the first 16 bytes of the hash of Kifdicc concatenated with
the value 00000001. We save this value.

19. Afterwards, the value of Kmac is the first 16 bytes of the hash of Kifdicc
concatenated with the value 00000002. We also save this value.

20. Finally, to get the value of Ssc, we concatenate the last 4 bytes of RND. ICC with
the last 4 bytes of RND. IFD.

21. Now that we have the values of Kenc, Kmac and ssc, we can send secure APDUs
using the steps described in annex D.

22. We read the file 3r00/5015/6001 with insecure APDUs (they do not need to be
encrypted) in order to know where is stored the authentication certificate.

23. After requesting the user to enter the CHV/PIN, we send it to the smart card inside
a secure APDU with the command “VERIFY” (00 20 0000 [Lc] [Hex (CHV)]).

a. If the response is 9000, the CHV is correct and we may proceed.

24. We load the authentication certificate from the path we obtained in step 22 via

secure APDU.

25. We decompress the binary response with the zlib library.**!
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26. We read the certificate and extract the citizen’s name, birthday and DNI number.

After extracting this information, the program will ask the citizen for confirmation and
the code will be generated, being linked with this data. In practice, the program only
works until step 24, as the decompression fails, so currently the kiosk app is only able to

retrieve the name and DNI number from a file in the public area, and verify the PIN code.

Also, in the website there is a place where citizens can introduce their codes in order to

sign in.

Reading your DNle...

DNle PIN

Please enter your PIN:

Figure 10. Screenshot showing the “enter PIN/CHV” screen

Internet voting: a utopia? 24



St. Paul’s School Research Project ICT Department

- 0O x

[x | Elements Console Sources Network Timeline Profles Applicaton Security » @1 415

© ¥ top v O Presenelog
226, 25, 225, 238, 236, 236, 233, 239, 167, 224, 238, Z38, Z31, Zb, 228, 232, 163, Z4.]
1P x3nb}abAral2194ioy1, ¢y’ y<( x0:40-0°023r 4Aq's(**  6» app.is:647
h™<R>p!Nelli~isqeN>"o:p>I4REIAGACE] (b N#/7°¢ ALTPLGITEAT,M,MIc\K xiEEcEYNS‘qXQMMElooﬂuI]BAh
<a>~paii0 [GAB#17B, x0QoulG8Y%:
x[Atvto<<U00 Q=%AABEINUGTAAL]VPID6A0]R*ABE<: Y+hoyisR+s(yiixThncyE~B2w04 - cc?sTA+asw?
9Wb2 WIYL0IVh- ry24pBOiG"041U7rbvS/0%1G01E) 30401103/ ANyx80¢(>20. *_dokilaA~8030 2
. +K045QEeLoEb | £2qacOYF | /&u904vs “a3~ii,~ | £5 (milatd” [F*yrz50060E=fc1-]eévem®
Readmg your DNle... +BIHMGTFLLTOROMLMCI fdGTAdA A~/ 7TTAT Tk 402, 0411 chUBO#TZAY ', ey 2XTCEIGEDC® *5*340\E1609, UYYY
\AHBBOZoUz#
1116Q°igXeéc’ ev'eveAeu)cAausJusquEAéF N6O" f&xnII)\a1:b1|1naAAnsx6ueFabdaeuvsa
i>'yy zal +8FORVD . yx-~0+&} TayUAKIA {0
*2{/611pu\is

zs)o aUiFyU0cusahear” Iyu76
o 10A~TAGEIUT A - -0s8->Co*we>0* {KAGY&-
SOIUN; 96y~ {ezwiwAZM" 1211A /UE[4aeu~M«aeovzyzmnoaMfE @50y, xkR6
€c050000eb040000789C3368627d61d0c4726101331323139340f leeef5fdadcOf2c0a2f 127019709 app.is:726
d3¢280978d53abcdaded3b212323372083418¢21b70127 1673260b9030936bb0a 186811a88cc523efe210edeacce
cegefa7ed 10e0e fe3e9ece968cs 2c9cdc3e2e2e7e96a28622004€2321370
3b35253044148:0:ecede4c47906(09:ccBcZcBch4chAdcdaZSOSc4h29d7:c58c80088320ca3506d17321090715
885394d4d0c8ccd2d2dBdbc0d050df841622c3c1c619e3eBe7efe618e867c40470085b478d81c5d823c0T37181alb
18422cd782a95170750c 4738dd25180a851d0700c0d7150b11747674763c3cd947d3a08951093930185919989b1
891980e25c4c4d8cBcOCET4e55f T94cOCAbS6a5670b6Te36f1d36adfBe2ac438163c3a597768127981ee1d0b15
22b737bffeefa78cdbcl9bbade7f09acaacdsb1779dd334b797e79463371d9e1473cecd7e47391773F3957deba2
€957749fd6cd24a560bdb772fdbleSTed26allcf6a8d5e2a65531726276261a9d2 16125 8cdf0a0fdedd529ac330
df6abdcdabafdel2fbede79d7aefb7 fedfa3edfId827a512e225018d346797bcIbTIccedcOace562334f5F5abldbf
69ce2973551c9654c92aechde? F7ca3b971e263d6865946a6226b539d6bc7673afe033ac88 Fc2c7e7cc695a70286
dec6c98fa7desT faf5ba62af f877250a1d3596d5dc36013db7 fcb3d66e760c2d5dael 1eas56368d6dbI2bd f4a93486
426664606c6c54d4c6d064d4c4d063ccO0096156664f cCFc264c060c007e2183782cccacec0d6b2203e178b188D
8896fbfcded98e7 fedbf6Tb23c5ac3fd0427b8Fca2d037990p4328b8 ae fach624 b9
beeSdc5ca3035d140898d439b8d9195959d919945¢c40c480838dBdB5alCF8d9111ce62314880ab6164093108021a
0ae51b30b6096794941458e9ebe7271717eBaSabeaas 16 1be8c31530b5294315949797c3e4£593538b4aBar51d9d8
31233abf4928b4adcacd 1ce5460313100a64e368e84061060066262315041388789514c0cBb492905C9068d 1 febee
6362697¢6cd0TBCOCO8BO9eB01636CeB43601C65466162646160505a58a5342a33221426FbOGbAF27ec3e9a27 Ff
9efd6b7afeeldaf09383edbdc fbOc4801039aleB14ee33b6T455F4bSd64dFd124f FaSe6e3998eB46b335eac2859e8
67735160Ce4776032ba072b06381cad]f46a9df Fb76d62e7978acddbleadchecdelbc121cd98b1aca6boTOBFCOBTL
7b96d0b249015b291aa5703145e9C28a061 20040053 caladddbfala5as2530fh9b184213b9132c38591859ccOC
4c40be6422d53604828019944500430364544b33158a68e cade fa7a7bbldda7c7bfb2aa7b2f36ed6c928a997095
cec73a353029d53de3d91386ef46bddc fbI3637973eSbceaelcc22c ffdfb7f083736c683da7ad766c317b2fa6149
af647b4227bc727dbafbch9ba37723332eeB4bb0164cab624beab f5bddf9d775a58 feBleb54d529a913eca0dc lace

c4264539d9cd9ff1ace7d7ba399 2b75add 2c7' db79bd9177ace3d2ddb73e2b7
3ec7f42a077653ed8c69ch27b4b4 1e3dd26072d24068f C70557a63936795ebf7be87a773b7 7aBc 35adda e faaeed
9c25127999edac9Sbbfbf65d59e204d2b42956561763218F 9ab66+ be5e65a7d5792¢d76
502006369

© Error in event handler for (unknown): invalid distance code app.html:1

>

i | Console Animations  Search x

1 023 4 us i
A ¥ a =

Figure 11. Screenshot showing the error that occurs when zlib tries to decompress the

authentication certificate: “invalid distance code.”

3.13. Situation 4 (manually generate a code)

In this situation, the design is based in that an administrator can generate a code directly
from the admin dashboard in the website. It is the same idea of situation 2, but with the

difference that in this situation the citizen’s data is entered manually in a form.

3.2. Administrator dashboard

In this dashboard, as mentioned before, administrators will be able to configure all
the system, so its security is very important, as an intruder exploiting some vulnerability
in the code or forging authentication details of administrators might be able to boycott a
voting. Keeping that in mind, I decided to implement an username-password login page in

order to authenticate users, with an option to enable 2-step verification.’

> Two-step verification is a system which consists in that users have to successfully complete a
challenge after correctly introducing a username and a password in order to log in. This challenge usually
consists in that the user must enter a code generated in or sent to their mobile phone.
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Admin login

Figure 12. Administrator login page

In order to fulfill all the necessities that the administrator could have, I decided to

divide it into 5 sections:

e Users: where administrators can add more administrators with different privileges.

o Votes: where administrators will be able to create, modify and publish votes.

e Census: where administrators will be able to manually add voters to the census,
and also view and control all the generated codes and their usage.

e Results: where administrators can generate the results of a voting and generate the

ballots file: a file which contains all the ballots submitted.

Manage filters — U.S. Presidential
Election

WHITELIST BLACKLIST AGE FILTER

@ Enable the whitelist

Select the whitelist file:

Choose File | No file chosen

The file should include a list of DNIs (one in each line) which will be allowed to vote.

SAVE

Figure 13. Screenshot of the filters page.
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Voting
B3 Dasboard Adria Vilanova
A

Martinez h
e Sea the census
. Your search} DNI: 12345678A
o Votes Birthday: 04/01/1999

Adria Vilar Code: S4e7eM48tiwhjivWc

E TS 12345678# Status: Unused
- Creation method: Census creator

(manually, DNI/DNI-E)

[ Resuits Creator: Admin
Times used: 10 out of 1000
() Log out

Figure 14. Screenshot of a generated code in the census

Voting

B3 Dashboard

Votes

&8 Users

- oies Election for delegates

o Please, choose the delegate who you think would better represent the class.

— Elecciones al gobierno de Espaiia (enero 2017)

B Census Escoge el partido politico que quisieras que te representase en la siguiente legislatura
Song poll

[ Results Choose the song you like the most
Test

() Log out This is a test election

The Final Test
This voting is the final test

Muiltiple ballots
Test for multiple ballot selection.

U.S. Presidential Election
Test voting for ICT class

Figure 15. Screenshot of the list of votes. Gray represents draft votes, blue represents

upcoming votes, green represents running votes and red represents finished votes.
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3.3. Citizen dashboard and votes

The citizen dashboard is the most important part of the software: it is where voters
vote. When developing this part, I had to keep in mind the standards I mentioned in the
introduction: “votes must remain anonymous and every eligible voter must only be able to

vote once”.

In order to ensure this, I designed the voting system trying to make it the most secure
possible. When users vote, their votes are stored securely in a file/table which does not
contain any information about the voter and along with a hash which uniquely identifies
the vote but not the voter. After voting, the user is shown the salt of the hash which they

can save in order to verify later on the authenticity of their vote.

This unique string is generated with the following function: sha512(DNI || BALLOT
NAME || SALT);

At the end of the voting, every citizen can download a list of all the votes with the
identification strings. Since the identification strings are only known to the voters and
they are unique, they serve two functions: they can be used to verify if the vote is in the
list, and they can be used to verify that the vote was not in any way modified. Also, these
identification strings only identify the vote, not the voter, so votes continue to be

anonymodus.

Finally, in order to guarantee the uniqueness of the votes, a list of people who have
voted is saved in another file/table. This is the exact procedure in which vote uniqueness is
ensured in the general elections in Spain, where the people in the voting table cross out

the name of the voter when they vote.
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Voting beta

Adria Vilanova Martinez
12345678A

in Votings

Vote - Quark election

Down Charm
VOTE

I
Q Logout Please, select your favourite quark:

VOTE
Top Bottom
VOTE v VOTE

Figure 16. Screenshot of the vote. In this case, voters have to choose an option from the six

that are shown.

Voting beta
Adria Vilanova Martinez
12345678A
I Voeon Vote - Quark election
QO Logout Please, select your favourite quark:
Charm
Confirmation
Are you sure you want to submit the VOTE
following? TR TAT L
Bottom
NO YES
Figure 17. Confirmation screen when the voter selects an option to be sure that it is what

they want to vote.
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Quark election

Below you have some data you can use when the vote finishes to verify the autenticity of your ballot. Learn
more.

Ballot Salt

Strange 5al57dd7

Figure 18. Screenshot showing the screen after voting. It shows the salt that can be used to

verify the authenticity of the vote later on.

Voting beta

Adria Vilanova Martinez
12345678A

Bvoes U.S. Presidential Election

1
Q Log out Test election for ICT about the U.S. Presidential Election.

Dates

Voting active from 17/10/2016 15:00 to 17/10/2016 16:37

Results

DOWNLOAD ALL BALLOTS

Vote count

@ Hillary Clinton

@ Donald J.
Trump

@ Gary Johnson

@ Jill Stein

@ Gloria Estela
La Riva

Figure 19. When the election ends, the vote home page shows the results and a link to
download all the ballots. This is the page of the vote that was done in the ICT class to test

drive the system.
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{"available ballots":{"7":"Hillary Clinton","8":"Donald J.
Trump","9":"Gary Johnson","10":"Jill Stein","11":"Gloria Estela La
Riva"},"submitted ballots":[{"ballot":"10", "shahash":"58822c8dbaeflecd923d
c24f5e118bbd02e2de220b264393297dca952220ff69%9e5de71a9476ab0ef67d044019b34£2
14e8bc3e943cc06150cf7927174dc84bd 7"}, {"ballot":"8", "shahash":"9bd76642ecdb
8beB8e29478df96fce8e536fadc2edddbl102fb7£f3df1843fb897f2al7c2afd2abd25e7¢c634
£92dd14cf1525087256e093dfcb91816031dc5b080"}, {"ballot":"7", "shahash":"e4f4
£79a31021083a2ad948658601f44239da9875e3d692f0fe2a9%cdcd4fe9b8d5d7e1fa879202
06dd5da0de2f2488bel8d7bb111£5618882c578d69335168d7"}, {"ballot":"7", "shahas
h":"5ef81da68c70e9404833f56a4cdbe22538d8db22d36ed4a258f61e85a3ebace8fa70leb
23513e8246649d6cf9caac9c3ea’968fbc7e3fecl089%edebd7ad2b52a2a"}, {"ballot":"8"
, "shahash":"3a2d2c98a006588d4c9c89%bdc77908e3d40£f4de3a092691a571e90aa0577c8
92001d2b749a1682beffa769eb77595897dd894d3676eel127c1ee939f3d106d8cft"}, {"bal
lot":"7","shahash":"2849¢c97199e43f8facb815c50fcf7387£57506eb39¢c36£1330068d
1128c59d9868decfe2927e37295974b39ee88821d75del18997¢c6d641709d9de399d9¢c7cead
"}, {"ballot":"7", "shahash":"e6el7c59£f97452fb4043076eae27cdb0b2624b0429e609
8481044953364c63a342b927672740ffb30a8d9%bl666241bcbaeb617ed4aalbb6dca8f7£37b
8343c96c"}, {"ballot":"7", "shahash":"5ee4c9640c7b3b897912ccfeb53c0b539ffb31
6c2a203e301bfcd8b1915baa32b426£49006b5beebceed9317ceelld729%ec7fbfabadc27bad
1e36b33053eb30ba"}, {"ballot":"8", "shahash":"46c82b8d7ac8cad4c936cdc87d157bf
d3d422b244a43bd128d9%9e3a20e1620ec500bbl186b324f74b4dbaa2balb209a8772fc30058fb
b9ff3d0falb5ae63b467207b"}, {"ballot":"7", "shahash":"al£f52022ad705d36aab9%64
2015dd993f9b9%bcd1084dc3668a9a10484e890261459ea05816554454fededbbedd6752111
b20blbbc84£faad92£f029f1£f09ab63a3c"}, {"ballot":"8", "shahash":"3367566fde815e
d8c29baeba8l1d45775¢c2fbe343ab3347918360ab9%64ac07ac8e62519%e06a8cdb96ealechbd
07cf5bdddbalf69a6a7e’7d6dae7036c8cb951634"}, {"ballot":"9", "shahash":"ffobb7
cdabeda7£f87181£329da9c7£f88d33afd5delb9dfc2f9f7eab9cel988e9775f6b73511ed3f4
c9a239b1420233a9471d521772d2a7f62clc7al491lbac761"}, {"ballot":"11", "shahash
":"90191c0821075b62a50e55£8d2039919663a50bd0954377£f£5534a658ce02ffcadeca36t
€6359628cd7e84234397¢c67cdd3676a43e545a3388fa7600819%9ad2384"}, {"ballot":"8",
"shahash":"18e79d6aa%ef6a738d376672faa20cca3e31206facee63c8470b40a8884453e
9ecaBe7b5eed29d01919%e4afddaab2796d7b2157d5e9637ab7£8cfe00dbad2473"}, {"ball
ot":"8","shahash":"fd8d54a67419%b77¢c5a0c3d105e306c220bdf7¢c9bc3c741d0d969ff
90110d4eaecaedf60e7522e0526669d696ffaa97749041435386f91f8fedf1d5dfbcb2673"
}, {"ballot":"7","shahash":"42964e492fd54269202024a36fc73b0095ea3bd32c597f6
89bd22dbacde2269d41a9640ba3a5fb223e97b6d9de070f4145861df1ca87d9d3bad2b52db
0307d59"}, {"ballot":"8", "shahash":"0b26917aca216676068d031559%9e8bbc63adbel5
35¢c1£32ae5a9151329a284048bc66477180e64e3d5a00cee2£38285cd05254662e1987a8f7
45f40143144986a"}, {"ballot":"7", "shahash":"9fbb54e4a79025fe3611804el10bbe5b
1cf1d54b34cl15b18b69465dad3dabcacOcbd9f1£f8b4a3a85bab3786££f0d6654fa3e9390c7b
b40971c4a9392fe30bac6bl"}, {"ballot":"7", "shahash" :"eee221925a3ca%9l1flb47e8f
7faffd0e2c873167cafl5546e3bal3fedlc985fb2c3d16£97985dd2f2cad402c63ab568de4?2
579f02doab7600f9ef296714a7aaab2"}, {"ballot":"7", "shahash":"c2c17966929%90b0a2
6ec55be05c3e60800ef634£307a53387faf88a4452a0£f488cccllc7£7df052807£f2d5b2chbf
1a5cf373a848244b536d4c56a68954dab929495"}, {"ballot™:"7", "shahash":"746de95
411b4d252a7da7d0d9cfb7a57cd65792c59e£341a34392641d839£25029%9ebfbedeb62b723d
620fb5£3dd7287eb03e4eabb572£4857a91948276ed032b"}, {"ballot":"8", "shahash":
"56c02709c37406897198e5¢c8637£fd43££899968429a89fbbdb25f44fb243278d27631f67e
79429b0d52863b708272e10d39617£799912bf8d49b21bf6£41252f"}, {"ballot":"9","s
hahash" :"0f7bea866d4d215408f0acl17658468190bc365bc481a0d059e29%edbe6335¢ce2379
fcced0delae76ladf7c656aaef95d99%9aaaaalf637d4c577721348a84b6d22d3"} ]}

Figure 20. Sample ballot file in JSON format. It corresponds to the results shown in figure 19.
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4. What does the world think about electronic voting?

That was the question I was trying to answer with a survey I conducted. The survey
focused on the differences between the actual voting system, a hypothetical electronic

voting system, and my proposed solution.*!

The results, which are shown in Annex E, are based in the responses from 146 people
of a wide variety of ages and equality with regard to sexes. Meanwhile, the predominant

type of computer user is the medium user.

Something somewhat interesting is the difference of the average of the punctuation
of security between the actual voting system and a hypothetical electronic voting system.
In the first one, the level of security is around 6.57 while in the second one it is around
631, only with a difference of -0.26. Comparing the levels of comfort, the second one
doubles more or less the levels of comfort of the first one. When comparing these two
with my proposed solution, the security increases +0.47 points when compared to the
actual voting system and +0.73 points when compared to a hypothetical voting system,
which I would say is due to the fact that people were convinced by the effectivity of the
SHAS512 hash. Also, when comparing them with comfort, it still is more comfortable than
the actual voting system (+2.85), but it is not as comfortable as a hypothetical voting
system (-0.95). Therefore, I think sometimes security reduces comfort and comfort

reduces security.

Moreover, the distribution of answers in the question “Would you trust the outcomes
of a vote held via an electronic voting system?” is very homogeneous, showing that there

are various points of view in this area.

I can conclude from this survey that people believe that my proposed system is more
secure than others and that it is much more comfortable than the actual voting system, so

this system is viable.
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5. Conclusion

To conclude my research project and answer the question asked at the beginning (“is
it possible to create a web app which allows Internet voting in a comfortable and secure

manner? If so, how?”), we should look back at all the work done and how it turned out.

First of all, in matters of authentication, I think in Spain we do not yet have the
technology that would allow a secure and comfortable process of authentication. This is
because the best solution, which would be the DNIe, is not sufficiently documented and
therefore not viable. Other solutions, as discussed earlier on, are worse, so we should wait
until further improvements are made to the DNIe and official documentation starts

becoming available.

Apart from the problem with authentication, although I think a very secure system
can be developed, there is also another problem: viruses. If some virus accesses your
computer it may change your vote without you knowing, and when you try to verify your

vote it could change the outcome so it tells you that it was counted even if it was not.

Therefore, after doing all this research project, I have concluded that it is feasible to
hold electronic votes, but at small scale (because in this case it is easier to see if the results
were in any way manipulated) or in a controlled environment (because viruses would not
affect the outcome of the vote). That means that for now, the Spanish general elections
should not allow electronic voting except if it is done in a controlled manner at polling
places, and with the risk that a virus could affect all the system. Nevertheless, if
Chromebooks/Chromeboxes were chosen as the computer to show the website, that
would not be a problem as their operating system (Chrome OS) has never been

compromised by a virus, so there is no risk of infection.
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Annex A. Emails interchanged with the Spanish police

In order to complete my research project, I interchanged some emails with the
Spanish police in order to ask them some questions. Below you can find a copy (in

Spanish) of those. Note that the oldest messages are in the bottom, the newest in the top.

Adria Vilanova Martinez <jocdeladria@gmail.com> Thu, Oct 27, 2016 at 12:38
AM
To: "soporte.sacdni" <soporte.sacdni@policia.es>

Muchisimas gracias por la respuesta, ahora el hash funciona correctamente.

Adria Vilanova Martinez (Qavm99963)
2016-10-18 15:14 GMT+02:00 soporte.sacdni <soporte.sacdni@policia.es>:

Buenas tardes:

Las operaciones de "hashing" no se llevan acabo sobre una codificacién
determinada de la cadena (hexadecimal, B64, ASCII,...) sino sobre el
valor binario de la misma. Sea el ejemplo que Vd. cita en el que los
datos sobre los que se va a calcular el hash son:

PRND1=c6d2534290ca9%9938a5c69149d2b8ae2eb565a76b973455¢cb203484d893218df3845
4720dcdcc777460938bfcc888el113b3d7aalf703e8cel091efl1824c87dfd4e7clbe5dal3adc
0521ba75
KIcc=886b2b015celc9529d9463695fabdlad4adb85e0alccd4£55292¢c20e21e954d31

RND.IFD=231dac737balfeoce

SN.IFD=2000000000000001

La funcién SHA1l se invocard con la contatenacién de tales valores
h[PRND1| |KIcc| |RND.IFD||SN.IFD]=c6d2534290ca9938a5c69149d2bB8ae2eb565a76b9
73455cb203484d893218d£38454720dcdcc777460938bfcc888e113b3d7aalf703e8cel09
1ef1824c87df4e7clbebda3a9c0521ba75886b2b015celc9529d9463695fabdlad4adb85e0
alccd4£55292c20e21e954d31231dac737bal0fe6e2000000000000001

Almacenamos la representacién hexadecimal en un fichero auxiliar llamado
fichero 1 y transformamos la representacién hexadecimal a binario. Para

ello utilizaremos el comando xxd y la salida quedara en fichero 2
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$ xxd -r -p fichero 1 > fichero 2

Utilizaremos OpenSSL para efectuar el resumen criptografico de fichero 2
$ openssl dgst -shal fichero 2
SHAL (fichero 2)= 624ccal98a2463ec73fl7bbcl2461£182176a8cc
Un saludo
FirmaSAC.png
Soporte Servicio de Atencidén al Ciudadano

soporte.sacdni@policia.es

De: Adria Vilanova Martinez [mailto:jocdeladria@gmail.com]

Enviado el: miércoles, 12 de octubre de 2016 13:31

Para: Soporte DNI

Asunto: Re: RV: RV: RV: ZonaTic y establecimiento del canal seguro
(LRA)

Buenos dias.

Llevo esperando respuesta desde hace un poco mads de un mes y todavia no
he obtenido respuesta alguna. Ademds mi trabajo de investigacién
concluye en una semana.

Por ello, :¢tienen alguna novedad sobre mi cuestidn?

Reciban un cordial saludo.

Adria Vilanova Martinez (Qavm99963)

2016-09-08 15:44 GMT+02:00 Adria Vilanova Martinez
<jocdeladria@gmail.com>:

Muchisimas gracias.

Adria Vilanova Martinez (Q@avm99963)

2016-09-08 15:42 GMT+02:00 soporte.sacdni
<soporte.sacdni@policia.es>:
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[VJIM]
Buenos dias
Le enviamos su consulta al departamento correspondiente. Tan pronto
tengamos una respuesta se la haremos llegar por este medio.
Reciba un cordial saludo.
FirmaSAC.png
Soporte Servicio de Atencién al Ciudadano
soporte.sacdni@policia.es
De: Adria Vilanova Martinez [mailto:jocdeladria@gmail.com]
Enviado el: jueves, 08 de septiembre de 2016 15:32
Para: Soporte DNI
Asunto: Re: RV: RV: ZonaTic y establecimiento del canal seguro
(LRA)
Hola de nuevo.
Exacto. La verdad es que no ful muy preciso al usar mis palabras.
Me referia a leer el certificado X509 de autenticacidén, tal como se
muestra en la pagina 65 de la guia. Aun asi, no puedo llegar hasta

alli sin antes establecer el canal seguro.

Un saludo.

Adria Vilanova Martinez (RQavm99963)

2016-09-08 15:28 GMT+02:00 soporte.sacdni
<soporte.sacdni@policia.es>:

[VIM]

Buenos dias:

El certificado de autenticacién no se puede extraer del dni. Este
lleva un sistema de seguridad en el gque todos los procesos se
ejecutan dentro del chip, por lo que no es posible extraer los
certificados del mismo. Por eso es necesario que el dni esté
dentro de un lector cada vez que necesite autenticarse o firmar,

todos los procesos se realizan dentro del chip.

Reciba un cordial saludo.
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FirmaSAC.png
Soporte Servicio de Atencidén al Ciudadano

soporte.sacdni@policia.es

De: Adria Vilanova Martinez [mailto:jocdeladria@gmail.com]
Enviado el: jueves, 08 de septiembre de 2016 15:04

Para: Soporte DNI

Asunto: Re: RV: ZonaTic y establecimiento del canal seguro (LRA)

Buenos dias.

La consulta es perteneciente al establecimiento del canal seguro
con el DNI electrdénico. Estoy desarrollando un software de
votacidn electrénica como trabajo de investigacién de
bachillerato y para poder extraer del DNI electrbénico el
certificado de autenticacidén es necesario que antes establezca
un canal seguro y pase el PIN mediante el canal seguro.

La cuestidén es que en el proceso de establecer este canal seguro
(que explicdis en la guia de referencia técnica del DNI
electrénico) me quedo estancado al verificar el hash SHA-1
obtenido del comando INTERNAL AUTHENTICATION. Este, segun esta
explicado en el documento, es el resultado de hacer h[PRND1 ||
KICC || RND.IFD || SN.IFD]. Entiendo que hay que concatenar
PRND1, KICC, RND.IFD y SN.IFD y después calcular el hash SHA-1
de esta concatenacidén, pero no consigo calcularlo correctamente.
:Me podrian decir si estoy errdneo en algo de lo que he dicho o
qué podria estar ocurriendo para que no coincidan los hashes?

Siguiendo el ejemplo que estd en el final de la guia (pagina
49), concateno las 4 variables obteniendo
c6d2534290ca9938a5c69149d2b8ae2eb565a76b973455¢cb203484d893218d£38
454720dcdcc777460938bfcc888e113b3d7aalf703e8cel091ef1824c87df4de7c
1be5da3a9c0521ba75886b2b015celc9529d9463695fabdladadb85e0alccd4fs
5292c20e21e954d31231dac737bal0fece2000000000000001, pero ahora
que tengo concatenados todos los bytes no sé si hay gque hacer el
hash de la representacién hexadecimal de estos, de 1la
representacién ascii de los bytes o qué.

Espero que me entiendan y puedan solventar mi duda. Les muestro
mi agradecimiento por adelantado, vya que gracias a su ayuda
podré completar satisfactoriamente el trabajo de investigacidn
que estoy realizando en un area tan poco explorada como es el de
las votaciones electrbébnicas y gracias a un componente tan
innovador como es el DNI electrdnico.

Un saludo,
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Adria Vilanova Martinez (Qavm99963)

2016-09-07 14:35 GMT+02:00 Soporte Atencidédn Ciudadano (DNIe) -
C.N.P. <Soporte.sacdni@policia.es>:

Buenos dias.
Por este medio puede hacernos las consultas que desee sobre todo
lo concerniente al dni electrbénico y la instalacidén de los
software necesarios para su funcionamiento.
Un saludo.
De: Adria Vilanova Martinez [mailto:jocdeladria@gmail.com]
Enviado el: miércoles, 07 de septiembre de 2016 14:03
Para: Soporte DNI
Asunto: Re: ZonaTic y establecimiento del canal seguro (LRA)
Hola de nuevo.
Gracias igualmente por responderme e intentar ayudarme.
Hablando con un inspector de Hacienda, me dijo que el tema del
DNI electrdénico lo 1llevan desde E1 Escorial. ;Sabe si me
podria poner en contacto con ellos para poder realizarles a

ellos la pregunta?

Gracias.

On Mon, 29 Aug 2016 at 08:54 Soporte Atencidén Ciudadano
(DNIe) - C.N.P. <Soporte.sacdni@policia.es> wrote:

[LRA]
Buenos dias:

Lo UGnico que nosotros le podemos ofrecer es lo que aparece en
la pagina del DNIe dentro del Area de descargas
http://www.dnielectronico.es/PortalDNIe/PRF1 Cons02.action?pag
=REF 1120

0 bien en la Oficina técnica
http://www.dnielectronico.es/PortalDNIe/PRF1 Cons02.action?pag
=REF 082&id menu=0
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Si en estos enlaces no encuentra usted lo que Dbusca,

sintiendolo mucho no podemos ofrecerle otra soluciédn.
Reciba un cordial saludo.
Soporte Servicio de Atencidén al Ciudadano

soporte.sacdni@policia.es

De: Adria Vilanova Martinez [mailto:jocdeladria@gmail.com]
Enviado el: domingo, 28 de agosto de 2016 13:30

Para: Soporte DNI

Asunto: Re: ZonaTic y establecimiento del canal seguro

Gracias por su respuesta.

Entonces, ¢ustedes saben ddénde se encuentra la informacién
perteneciente al desarrollo de aplicaciones que interactuen
con el DNI electrdénico o con quién me podria comunicar que
entendiera sobre esto? Todo lo gque he encontrado en la
padgina web de la policia se limita a ofrecer informaciédn
general sobre el DNI electrédnico.

De nuevo, gracias.

Adria Vilanova Martinez (@avm99963)

2016-08-18 9:00 GMT+02:00 Soporte SAC DNIe
<soporte.sacdni@policia.es>:

soporte.sacdni@policia.es Buenos dias:

Le agradecemos el 1interés demostrado en el DNIe. A
continuacién intentaremos dar respuesta a su mensaje. En
caso de que la informacién que le facilitamos no sea la
que precisa, no dude en ponerse de nuevo en contacto con
nosotros en la direccidén soporte.sacdni@policia.es

Hola buenos dias la mayor parte de los enlaces que Vd. Nos
manda son ajenos a nuestro servicio, lo que nosotros
tenemos y es a lo que nos dedicamos.

Es a lo que esta en nuestra Web de la policia, en DNI vy
pasaporte es donde esta todo lo referente a nuestro DNI y
sus certificados de hay en adelante no le puedo facilitar
mas informacién lo sentimos perdone.

Gracias
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Esperando haber aclarado sus dudas, quedamos a su
disposiciédn.

Reciba un cordial saludo.

Soporte Servicio de Atencidén al Ciudadano

soporte.sacdni@policia.es

De: Adria Vilanova Martinez [mailto:]

Enviado el: miércoles, 17 de agosto de 2016 20:05
Para: Soporte DNI; oficinatecnica@dnielectronico.es
Asunto: Re: ZonaTic y establecimiento del canal seguro

iHola de nuevo!

No obtuve respuesta desde la direccién de correo
electrbénico soporte.sacdni@policia.es, asi que mando
también al correo oficinatecnica@dnielectronico.es.

Un saludo.

Adria Vilanova Martinez (Qavm99963)
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2016-07-16 14:22 GMT+02:00 Adria Vilanova Martinez
<jocdeladrial@gmail.com>:

Buenos dias,

Primero de todo agradecerles la respuesta que me dieron
hace dos semanas sobre el driver del DNIe para Mac.

Les explicaré el motivo de esta consulta. Agqui en
Catalufia en el bachillerato es obligatorio realizar un
trabajo de investigacién, y decidi que el objeto del
mio serian las votaciones por Internet. Después de
investigar un poco, he decidido que el DNIe es la mejor
manera para poder autenticar a los ciudadanos en la
aplicacidén que estoy desarrollando. Esta aplicacién
para ordenador se comunica mediante la api de PC/SC
lite con el lector de DNIe.

Durante estas semanas en varias especificaciones vy
padginas web publicadas en Internet he podido aprender
cébmo enviar comandos APDU al DNIe. Lo que ocurre es que
varias de las paginas, que segin mi entender estaban
mantenidas por la policia o relacionados (por ejemplo
red.es) y que me ayudarian mucho a comprender la
comunicacién entre la aplicacién y el DNIe, vya no
existen. Me refiero a las siguientes, entre otras que
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no apunté: http://opendnie.morfeo-project.org/,
http://www.zonatic.usatudni.webcastlive.es/,
http://zonatic.usatudni.es/ y http://usatudni.es/.
:Ustedes saben si estas paginas web wvan a volver o
dénde se puede consultar la informacién relativa a cdédmo
comunicarse con el DNIe mediante los comandos APDU vy
ejemplos?

Hace poco vi y puse en marcadores la péagina
http://www.zonatic.usatudni.webcastlive.es/, en la cual
habia varios videos relativos a la comunicacién con el
DNIe. Mediante esos videos y otras fuentes de
informacién de momento he conseguido leer todos 1los
archivos de la zona publica, pero me faltaba ver la
parte relacionada con cémo establecer el canal seguro
(para poder verificar el PIN y conseguir el certificado

de autenticacidn). Desafortunadamente, durante estos
dias esta pagina web ha caido y vya no esté
disponible... Por eso me he gquedado a medias en

entender cémo se establece el canal seguro. Si ustedes
pudieran ayudarme a entender cdémo realizar el canal
seguro estaria muy agradecido, ya que la pagina web
mencionada anteriormente tenia un documento PDF en el
que se explicaba cémo hacerlo, pero lo he perdido
debido a que ya no estd disponible y en el manual de
comandos del DNIe no hay una explicacién clara de cémo
establecerlo.

Acerca de cémo he conseguido el manual de comandos del
DNIe, intenté firmar el documento de aceptaciédn de
condiciones para poder —conseguir el manual, pero
desafortunadamente NO pude firmar el documento debido a
que soy menor de edad y mi DNIe no contempla el
certificado de firma electrdnica. Después buscando un
poco por Internet logré encontrar una copia que
enviasteis a otra persona y 1lo he descargado para
documentarme en el aspecto académico para poder
realizar mi trabajo de investigacidn.

Por todo esto, estaria muy agradecido si me pudieran
ayudar con el establecimiento del canal seguro ya que
la mayoria de paginas web de referencia del DNIe estéan
caidas y no hay ningun sitio en el que poder encontrar
la informacién.

Muchisimas gracias por adelantado, y siento mucho si
este correo era demasiado largo.

Adria Vilanova Martinez (Qavm99963)
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Annex B. APDU commands

Application Processing Data Unit (APDU) commands are series of bytes which send
specific messages that the smart card can understand and reply back. Each byte can be
represented in hexadecimal base from number 00 to number FF, therefore each byte is

made up of 8 bits (each bit can be a 1 or a 0, so the combinations are 2°=FF).[2!

Each command has the following structure:*!

CLA INS P1-P2 L. Data L,

1 byte 1 byte 2 bytes 0 or 1 byte L. bytes 0-3 bytes

e CLA: Class introduction. Indicates the type of command (interindustry or
proprietary).

e INS: Instruction code. It states the type of command which will be run (for
example, read data, write data, perform security operation, etc.)

e P1-P2: Two instruction parameters for the command (for example, the offset from
which we want to read the data of one file)

e L. The length in bytes of the Data field.

e Data: L. bytes of data that can be passed to some specific commands, such as write
file.

e L. maximum expected length in bytes of the response.

So an APDU command is the concatenation of all those bytes. For example, let 00
20 0000 17 4e6576657220676f6e6e61206769766520796f75207570 be one APDU
command (in reality the spaces between the hexadecimal numbers are not present, but I
have added them for a better representation). This is its teardown and what each part

means:

® 00: this byte is the CLA, and tells us that this command is being sent as plain text
(it is not being sent encrypted) and according to the ISO/IEC 7816 standard.
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® a4: this byte is the INS. It tells us that this APDU corresponds to the “verify”
command. This command is used to verify the smart card’s PIN, or more
specifically, CHV (Card Holder Verification), because a CHV is an alphanumeric
code which can also has special characters and is used to verify the card’s owner
and unlock the smart card, while a PIN has the same function but is only
numeric.?!

® 0000: these are the P1-P2 bytes. As this command does not accept parameters, each
of them are set to 0.

e 17: this is the L byte. This command requires some data to be passed (the CHV),
so we specify the number of bytes of data that we are going to send to the smart
card.

® 4e6576657220676f6e6€61206769766520796£75207570: these are the data

bytes. It is the hexadecimal representation of the CHV in ASCIL

After the command is send, the application receives a response from the smart card.

This response has another structure similar to the one of the sent command:

Data SW1 - SW2

Max. L, bytes 2 bytes

e Data: (optional) the response data, including information that was requested by
the command.

e SWI-SW2: Status bytes. Depending on their value they represent if the command
was successfully run. If the command was successfully run, then the status bytes

would be 90 00.

For our example command before, the response could be 9000, meaning that the
CHV was correct, 63C1 meaning that it was incorrect and there is one attempt left, or
6581 meaning that there was a memory error, but there are a lot of response codes which

are listed in the website of reference 24.14!
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Annex C. RSA

RSA is a cryptosystem used to encrypt sensitive information. RSA stands for

Rivest-Shamir-Adleman, the people who invented it.”*"!

This cryptosystem is based on various things with respect to its security. First of all, it
is based in the fundamental theorem of arithmetic. This theorem states that any number
can be broken down to the multiplication of prime numbers. If the number can be broken
down into many numbers different than 1, then it is a composite number. If not, it is a
prime number. Secondly, it is based in the discrete logarithm problem. This states that a’
mod x, a* mod X, ..., will produce an uniform distribution. And finally, it is based in a
one-way function combining the two previous principles: a one-way function is a function

which is easy to perform, but is hard to reverse.

The cryptosystem works as follows: before encrypting a message, the receiver
generates two prime numbers (“p” and “q”), computes the modulus (n = pq) and
generates values for the public and private exponents (“e” and “d”) according to some
restrictions. Then, the receiver sends the public key (numbers “n” and “e”) to the sender so

the sender can encrypt their message.!*”!

To encrypt the message, the sender uses the following formula, where “m” is the
numerical representation of the message, “e” and “n” are the public key numbers (public

exponent and modulus) and “c” is the encrypted message:

¢ = m° (mod n)

To decipher the message, the receiver uses the following formula, where “d” is the

private exponent:

m = ¢ (mod n)
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Annex D. Secure Messaging

After establishing a secure channel, we have two keys: Kenc and Kmac, and an
incremental number Ssc. These numbers are used to encrypt APDU commands and

decrypt APDU responses.

To encrypt APDU commands we have to follow the steps shown in the following

diagram:
Comando APDU no protegido
Cabecera Datos Datos Datos
Comando | Lc Le
L 4 Bytes l 8 Bytes | 8 Bytes [ 6 Bytes
1) i}
Relleno de los datos
v v
Datos Datos Datos
8000
‘ 8 Bytes | 8 Bytes | 6 Bytes
| !
Cifrado
v v
Cifrado
TDES,_ _CBC-Mode IV=0
Construir el DO '87'
v v
87l L |01 Datos cifrados
Anadir y rellenar la cabecera. Construir el DO '97' ‘
\ J v v v vy
SSsC Cabecera Relleno
Comando | 80000000 87 Loilo01ed Datos cifrados 97 01 | Le
8 Bytes \ 4 Bytes ’ I [ 8000... |
I . |
\ R
Calculo del Checksum Criptografico | ‘ MAC
’ MAC = DES-MAC3, / O —
SSC = SSC+1 — ytes ytes
APDU protegido ‘
v vy \J v v
Cabecera | | ‘ Parte del
Comando| Lc' | 87 | L | 01 Datos cifrados 97 |01 | Le | BE | 4 MAC
4 Bytes ‘ ‘ 4 Bytes
l
Y}

Figure 21. Official method to encrypt an APDU command for the DNIe (in Spanish)™"
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To decrypt APDU commands we have to follow the steps shown in the following

diagram:

Respuesta APDU protegida

Relleno de los datos

SSC Relleno

8000...

Célculo del Checksum Criptografico § MAC
MAC = DES-MAC3,
SSC = SSC+1 4 Bytes + 4 Bytes
Descifrado
\J v v \J
4
Descifrado MAC _ MAC
TDES,_ CBC-Mode IV=0 i

Suprimir relleno

Respuesta APDU no protegida v | '

Figure 22. Official method to decrypt an APDU response for the DNIe (in Spanish)®"
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Annex E: Survey

Results summary

Responses 146
Age groups
[0, 13) 0 @113, 18)
® [18,30)
[13, 18) 21 ® 30, 50)
® [50,70)
[18, 30) 4
[30, 50) 75
[50, 70) 46
[70,) 0
Gender
® Male
Male 68 ® Female
@ Other
Female 68
Other 2

Devices owned

Android phone 12

Androi... I
IFhens 15]" iphone IEE————
Tablet (Android tablet or iPad) Tablet

Compu..

Computer 21 8 12 18 20 24

Relation with technology

Tech-savvy 4 ® Tech-sawy
® Advanced user
Advanced user 46 ® Medium user
® Basic user
Medium user 71 @ Ignorant about technology
Basic user 24
48.6%

N

Ignorant about technology
Actual voting system
Security (average) 6.5724
Comfort (average) 4.8483
Electronic voting sytem

Would you trust the outcomes?

® Ves
Yes 71 ® 1o

@ Maybe...
No 25
Maybe... 50 ‘

Other punctuations
Security (average) 6.3103
Comfort (average) 8.6483
My proposed solution
Security (average) 7.0417
Comfort (average) 7.6993
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Annex E Source code

The source code of the proposed electronic voting system can be found in the following

GitHub repository:

https://github.com/avm99963/voting/

Also, you can visit the Knowledge Base with information on how to use the software in

the following website:

https://voting-kb.herokuapp.com/
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